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Executive Summary

In Brussels, all eyes are on the New Pact on Migra-
tion and Asylum. After years of arduous debate over
reforms to the EU asylum and migration acquis, the
pact has entered the last stages of negotiations. Pol-
icymakers are working quickly to approve the new
pact before the agreed deadline of June 2024, when
EU citizens will be called to vote in the European
elections. What seemed close to impossible in recent
years—an EU-wide agreement on migration—is now
likely to become reality.

The stakes could not be higher. Pressure on EU mi-
gration and asylum systems has grown continuously
over the years, with the number of spontaneous
arrivals of asylum seekers and other migrants and of
asylum applications approaching those that threw
the European Union into disarray in 2015—16.
Conflict at Europe’s doorstep has led to the arrival

of more than 4 million displaced Ukrainians, which
has challenged already-strained reception and inte-
gration systems. And migration has become a flash-
point for political tensions and dominated electoral
debates across Europe. But those who hope the ap-
proval of the new pact will immediately solve these
challenges are likely setting themselves up for dis-
appointment; translating a complex legal framework
into practice will require both time and sufficient ca-
pacity, funding, and substantial operational changes

in how asylum and migration systems are run. In
short, operationalising the pact will be far from an
easy task.

From border management to asylum
processing to integration service
delivery, digitalisation is leaving no
area untouched.

To support implementation, policymakers could
leverage one growing trend in the migration field:
the use of digital technologies. While the migration
field as a whole has traditionally been slow and hes-
itant to adopt digital technologies, tools such as on-
line case management systems, biometrics, artificial
intelligence (Al), and machine learning are increas-
ingly being used in European migration and asylum
systems. From border management to asylum pro-
cessing to integration service delivery, digitalisation
is leaving no area untouched. Such technologies
hold the potential to make systems more efficient,
improve service delivery, and free up (much need-
ed) staff capacity. Yet there is a need to temper this
growing enthusiasm: digital technologies also bring
new harms and risks, such as unchecked errors in
decision-making caused by biases engrained in al-
gorithms, risks to data security and protection for
refugees and asylum seekers, and overreliance on
tech providers, which often have their own agendas.

43149 ADI10d

DECEMBER 2023



WHAT ROLE COULD DIGITAL TECHNOLOGIES PLAY IN THE NEW EU PACT ON MIGRATION AND ASYLUM?

Moreover, the development or adoption of new
technologies in the migration field is often scattered
and not backed by a clear political vision, which only
magnifies these risks.

The New Pact on Migration and Asylum offers an
opportunity for European policymakers to more fully
tap into the potential of digital technologies when
implementing the new legal framework and, more
broadly, to rethink the growing use of technology in
asylum and migration systems. Digital tools could be
used, for instance, to facilitate the relocation of asy-
lum seekers and refugees among Member States as
envisioned by the pact (e.g., a digital case manage-
ment system for information sharing among nation-
al authorities, mobile app to allow displaced individ-
uals to carry key documents with them across bor-
ders, and matching algorithm to improve the fit be-
tween asylum seekers/refugees and receiving com-
munities). Digital technologies could also support
the return and reintegration of those determined
not to have a right to stay. Investing in digital case
management platforms, for instance, could improve
tracking of migrants’ cases from the return decision
to travel to their origin country, facilitate cooper-
ation between EU and non-EU actors involved in
return and reintegration, and support more tailored
reintegration assistance. And digital tools could play
a part in one of the pact’s most complex and hotly
debated elements: the screening of new arrivals and
the processing of (some) asylum claims at the bor-
der. This could be done, for instance, through tools
that fully or partly automate the screening of new
arrivals to appropriate procedures (e.g., regular asy-
lum procedure, border procedure, return) or the use
of language assessment software to help authorities
determine asylum applicants’ origins when authori-
ties have doubts about their identity.

However, rather than embracing the use of digital
technologies as something intrinsically good, policy-
makers will need to test any new tools carefully and
weigh the potential benefits and risks. To ensure the

responsible use of new technologies in European
migration systems, policymakers, civil servants, and
others involved in digitalisation efforts will need to
judiciously steer their adoption and course correct
as needed. Recommendations include:

Developing appropriate governance
frameworks to regulate aspects such

as data protection, oversight, and
accountability as well as access to resource
for those affected by new technologies.
The European Union’s Al Act, which is still to
be approved and would increase safeguards
over the use of Al in European migration
systems, would be a first step in this direction.

Creating a strategic vision for the use

of new technologies in migration and
asylum systems. Such a strategy could

help policymakers identify priority areas

for the use of new technologies and lay out
principles behind the development of any
digital tool, such as the protection of personal
data or interoperability with existing tools.

Fostering co-creation and partnerships
between migration and digital experts.
This approach would help create a resilient
digital infrastructure, and avoid a situation in
which private companies and tech providers
are steering digitalisation efforts in migration
systems. Including end users in the design
and monitoring of new tools can also help
ensure that they are responding to needs on
the ground.

Allocating sufficient funding for
digitalisation efforts. This should include
funding to design, test, and monitor new
tools, as well as for the creation of a digital
infrastructure and training of new users.

Striking the right balance between
standardisation and flexibility. This will
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be particularly important when a tool will
be used by several Member States within
different legal and operational contexts.

Piloting new tools, conducting risks
assessments, and embedding monitoring
and evaluation mechanisms into
digitalisation plans. These steps are critical
to regularly measuring impact, detecting
risks, and monitoring user experience.

Investing in the digital savviness of actors
charged with using new tools. Building
users’ knowledge of how to appropriately
and effectively use new tools is important to
ensure, for example, that caseworkers using
decision-making support tools are aware

of their limitations and can give them the
correct weight in decisions.

The European Union is at a crossroads. Pressure on
EU migration and asylum systems is growing, as are
calls from some political groups for restrictions on
access to territorial asylum. Thus, many have pinned
their hopes on the New Pact on Migration and Asy-
lum. But operationalising the pact, once approved,
will be highly challenging in a context of widespread
capacity constraints. Digital technologies could ease
this process. But for their promise to become reality,
policymakers will need to actively guide their devel-
opment and build in strong safeguards to mitigate
the risks associated with their use—or they could
end up doing more harm than good for both EU
migration and asylum systems and people on the
move.

1 Introduction

In September 2020, the European Commission an-
nounced the New Pact on Migration and Asylum, a
series of legislative proposals aimed at revamping
EU migration and asylum systems and unblocking
negotiations on the reform of the Common Euro-

pean Asylum System that had stalled since 2016.
Agreements were reached in 2021 and 2022 on
some pieces of legislation, but other proposals be-
came increasingly stuck, particularly those related
to asylum procedures and responsibility-sharing
among Member States. While fears that negotiations
would once again fail grew over the past year, Mem-
ber States reached a historic political agreement at
the Justice and Home Affairs Council in June 2023
on the Asylum Procedures Regulation and the Asy-
lum and Migration Management Regulation, two

of the most contentious pieces in the new pact.' As
the Council starts negotiations with the European
Parliament on these pieces of legislation, the pact’s
long-awaited approval now seems closer than ever.

Yet even if the pact is approved, it has to pass anoth-
er test before policymakers can claim victory: trans-
lating a complex legal construct into something that
works in practice and that withstands spikes in arriv-
als and other challenges. Pressure is mounting at EU
external borders, and national asylum and migration
systems are increasingly overstretched, so expecta-
tions are high among European governments and
publics that the pact will make a difference on the
ground. Council negotiators have acknowledged
the importance of successful implementation and
added a new article to both the Asylum Procedures
Regulation and the Asylum and Migration Manage-
ment Regulation tasking the European Commission,
together with EU agencies and Member States, to
design a common implementation plan within three
months of the adoption of each regulation to assess
gaps and determine operational steps. The article
also mandates that Member States establish a na-
tional implementation plan six months after each
regulation enters into force, which the European
Commission will monitor.?

Past endeavours have shown, however, that imple-

menting a complex legal acquis in 27 different Mem-
ber States is a formidable challenge.® The use of dig-
ital technologies, which are increasingly permeating

MIGRATION POLICY INSTITUTE EUROPE | 3



WHAT ROLE COULD DIGITAL TECHNOLOGIES PLAY IN THE NEW EU PACT ON MIGRATION AND ASYLUM?

European migration and asylum systems, could play
a key role in easing this process. The last decade has
borne witness to a flurry of EU and Member State
initiatives to introduce new technologies such as
artificial intelligence (Al), blockchain, biometrics, and
machine learning in several aspects of migration
and asylum systems, including border surveillance,
identification, registration, decision-making, and ser-
vice delivery.* The COVID-19 pandemic accelerated
this trend and became a catalyst for further digital
innovation. And in 2022, faced with the arrival of
roughly 4 million people fleeing war in Ukraine,® dig-
ital tools cushioned the impact of these arrivals on
already-strained registration and reception systems.®
The New Pact on Migration and Asylum presents a
renewed opportunity to leverage the potential of
digital tools.

Importantly, digitalisation extends well beyond sim-
ply transforming paper files into online ones (that

is, digitisation); it refers to a transformation of entire
processes using digital tools, and could thus re-
shape European asylum and migration systems. New
technologies hold great potential to, among other
things, increase efficiency in processing and improve
information sharing and service delivery, but they
also carry new risks that can erode fundamental
rights and protection. For instance, automated deci-
sion-making that relies on Al can widen the margin
of error and lead to incorrect decisions. Growing

use of online case management and digital iden-
tification systems also carry increased risks of data
breaches. Moreover, although a few governments

have developed digital strategies for their migra-
tion agencies,” many technological developments
in the field do not have a clear vision behind them.
Without a conscious and deliberate effort from pol-
icymakers to steer digitalisation, emerging risks can
outweigh benefits and endanger migrants and ref-
ugees—and the credibility of asylum and migration
systems.

Against this backdrop, this policy brief explores how
digital technologies could support the implemen-
tation of the New Pact on Migration and Asylum
and where caution is merited. It examines the role
that new digital tools could play in three areas: de-
cision-making at the border, relocation of asylum
seekers/refugees among Member States, and return
and reintegration. It also discusses the broader im-
plications of digitalisation in migration and asylum
systems and reflects on how policymakers can set
appropriate governance models and safeguards to
ensure responsible use of new technologies.

2  The Promise and
Perils of Using Digital
Technologies to
Support the Pact’s
Implementation

The rising number of migrant arrivals and irregular
border crossings has strained EU border manage-
ment systems and capacity in reception centres and
resulted in growing asylum backlogs. The stakes are
thus high for the new pact. Many policymakers and
stakeholders have pinned their hopes on the pact
for more efficient migration and asylum systems that
can more quickly process new arrivals, decide on
asylum applications, and return those with no right
to stay. But high expectations mean greater chances
of disappointment, especially if people expect the
pact to have an immediate impact, without acknowl-
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edging that building the necessary infrastructure to
realise those ambitions will take time, sufficient ca-
pacity, and careful planning. A failure to implement
the new pact swiftly and successfully will likely only
add fuel to calls from some political parties for a rad-
ically different take on asylum and migration—one
that involves significantly restricting or even com-
pletely removing access to territorial asylum.

Translating the new legislation into something that
works on the ground will not be an easy task, given
it requires significantly changing how national and
cross-national asylum and migration systems are
run. First, the pact envisages the clustering of some
operations and of related resources (e.g., staff, ma-
terials, and infrastructure). The proposed Screening
Regulation, for instance, would require the pre-entry
screening of migrants crossing the border irregular-
ly, those who disembarked through search and res-
cue operations, and those applying for international
protection at external borders.2 The new Asylum Pro-
cedures Regulation will also expand the use of accel-
erated border procedures and make it mandatory for
several types of cases, such as applicants whose na-
tionality has a recognition rate for asylum decisions
of 20 per cent or less across the European Union

(see Box 1). Although the recent text the Council
agreed to would also allow for border procedures to
be conducted at facilities farther inland,® the proce-
dures’increased use will likely lead to the clustering
of processing operations at or near the border.™
Thus, when facing an influx of arrivals, authorities
will need to quickly and efficiently step up capacity
at the border or other designated sites. However,
considering that capacity crunches are common in
EU migration and asylum systems, increasing capac-
ity on short notice will be challenging, especially in
remote border areas. Insufficient or slow resource

mobilisation, in turn, can increase backlogs in asy-
lum procedures or lead to overcrowded reception
centres, straining asylum systems further. And this
will not be the only challenge. The new system aims
to return migrants with no right to stay more swift-
ly to their countries of origin, but enforcing return
decisions has proved slow and cumbersome to
date. Additionally, the new mechanism for sharing
responsibility among Member States, which includes
relocation of asylum seekers and refugees from one
country to another, will require efficient procedures
and transfers across the European Union—some-
thing the current system has still not achieved.

In this context, digital technologies could enable
more efficient processing and quicker mobilisation
of resources. For instance, digital tools can auto-
mate some tasks and free up capacity for frontline
authorities or support service delivery in remote
areas (e.g., through online legal aid for asylum seek-
ers or the virtual presence of asylum officers during
interviews). And even if processes are not fully au-
tomated, digital tools can make some tasks easier

to complete (e.g., through online case management
systems that facilitate information sharing among
different actors, or by using tools that support deci-
sion-making). The sections that follow focus on three
areas: decision-making at the border, relocation, and
return and reintegration. Each discusses how new
technologies could support the implementation of
the new pact as well as the questions and potential
risks of embedding such tools into migration and
asylum processes.
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BOX 1

The use of border procedures in the European Union

In the European Union, the Asylum Procedures Directive (the reform of which is currently being negotiated)
allows Member State to examine asylum applications directly at the border or in transit zones under certain
conditions, which generally concern situations in which the application seems to have less merit (e.g., if the
applicant comes from a safe third country) or when the applicant has not cooperated with authorities (e.g.,
by destroying identity documents, refusing to have fingerprints taken, or attempting to mislead authorities).
The border procedures can consist of either examining the admissibility of the application to the asylum
procedure or undertaking a full, accelerated examination of the application and can last a maximum of four
weeks. In 2020, 15 EU+ countries used border procedures in their asylum systems, and Finland is preparing
legislative amendments to introduce a border procedure in its national system.

The proposed Asylum Procedures Regulation, which would replace the current directive, would provide for
an increase in the use of border procedures to quickly assess asylum applications likely to be rejected and
more swiftly return those with no right to stay. The European Commission’s proposal includes making the
use of border procedures mandatory if the applicant poses a risk to national security or public order, has
misled authorities, or is from a country with a recognition rate for asylum decisions of 20 per cent or less,
but with exemptions for unaccompanied minors and for children under age 12 and their family members.
The Commission proposal also increases the duration of the procedure from 4 to 12 weeks, although Mem-
ber States in the Council have recently suggested increasing it further to 16 weeks in exceptional circum-
stances. Importantly, the Council has also proposed conducting the border procedure at designated sites
within Member States’ territory. With negotiations still ongoing with the European Parliament, the final form
of the new border procedure is still to be decided.

The use of mandatory border procedures has become a hotly debated subject in discussions of reforming
the EU asylum acquis. It has faced strong opposition from civil-society organisations and other stakeholders
who fear that the growing use of border procedures will lower protection standards, given the shortened
timelines and what some have called the ‘fiction of non-entry’ (because the proposal would allow Member
States to process applications without formally authorising applicants’ entry into their territory, potentially
allowing authorities to disregard certain legal standards). Some national authorities have also raised con-
cerns over the operational capacity that border procedures will require from countries at the external bor-
ders, which the solidarity mechanism in the new pact partly intends to mitigate.

Sources: European Asylum Support Office (EASO), Border Procedures for Asylum Applications in EU+ Countries (Valletta, Malta: EASO,
2020); Council of the European Union,‘Amended Proposal for a Regulation of the European Parliament and of the Council Establishing
a Common Procedure for International Protection in the Union and Repealing Directive 2013/32/EU’ (2016/0224 [COD], 13 June 2023);
Ministry of the Interior of Finland, ‘Ministry of the Interior to Continue Preparations to Introduce Border Procedure’ (press release, 28
July 2023); European Council on Refugees and Exiles, ‘Relying on a Fiction: New Amendments to the Asylum Procedures Regulation’
(policy note 29, European Council on Refugees and Exiles, Brussels, 2020).
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Matching algorithms, digital
identity wallets, and exchange
platforms to smooth the
relocation process

One of the cornerstones of the pact is the new
mechanism for sharing responsibility for asylum
seekers among Member States. After arduous ne-
gotiations between Member States, the Council
reached an agreement on 8 June 2023 to set new
rules for responsibility sharing. While the new sys-
tem would allow Member States to choose the
modality of contribution (relocation, financial con-
tribution, or alternative solidarity measures such

as capacity building), relocation would be a key
component of solidarity. The Council agreed to
relocate a minimum of 30,000 asylum seekers or
beneficiaries of international protection per year to
ease pressure on Member States facing sudden or
disproportionate arrivals—a number that could be
raised if circumstances deteriorate further." Howev-
er, relocation mechanisms applied to date, such as
those set up for Malta (2009-13), for Greece and Italy
(2015-17), and the Voluntary Solidarity Mechanism
(2023-Present), have been slow to materialise and
struggled to meet their targets. Relocation processes
have also often been administratively burdensome
and time consuming for Member States. Additional-
ly, existing relocation mechanisms—including when
operating within a single state—are often driven by
the location of available housing, leaving aspects
such as employment and education opportunities,
social connections, or access to support services out
of the equation, even though they can have sweep-
ing consequences for longer-term integration.

As policymakers work to improve the relocation
process and increase the changes of successful
matching (for both asylum seekers or refugees and
receiving communities), they could draw inspiration
from recent efforts to digitalise matching processes
in other aspects of the migration space. Pilot proj-

ects have emerged in recent years that integrate
algorithm-based matching mechanisms into migra-
tion management, particularly in the resettlement
and community sponsorship fields. These tools often
use past data to recommend an optimal placement
for refugees based on certain criteria, such as local
capacity or job opportunities.' This way, instead of
manually allocating refugees or asylum seekers to
specific locations, caseworkers receive allocation
suggestions, which they then vet. For instance, in
the United States, the resettlement agency HIAS
uses a machine-learning software called Annie
MOORE (Matching and Outcome Optimization for
Refugee Empowerment). This software draws on
data from the agency’s refugee placements over the
last decade to recommend localities where refugees
are more likely to find employment, while consid-
ering local capacity and support services. Since its
launch in 2019, the software has improved refugees’
employment outcomes by about 30 per cent.”™ A
similar tool used in the United States and Switzer-
land, GeoMatch, was predicted to increase refugees’
employment outcomes by 40 to 70 per cent when
the algorithm was tested using historical registry
data." Finally, the Berlin Governance Platform, Can-
ada-based organisation Pairity, and Krakow-based
Salam Lab have developed the Re:Match pro-
gramme, which uses the Pairity matching algorithm
to help assign and relocate Ukrainians to different
municipalities in Germany.™

However, there are important considerations when
developing and using such tools. First, matching
software tools are not ‘neutral’; they are based on
political decisions regarding which criteria should be
used (and prioritised) when making matches.' While
the relocation of asylum seekers has traditionally
prioritised local reception capacity, policymakers
should consider other factors if they want to foster
the longer-term integration of protection benefi-
ciaries, such as education and employment oppor-
tunities, access to services, or social connections.

In addition, caseworkers and broader supporting
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or overseeing organisations should note that these
algorithms only make recommendations, and that
those should be vetted by trained staff members.
The danger lies in actors relying blindly on algorithm
recommendations, raising the risk of unnoticed
machine errors. Critics have also argued that these
algorithms may perpetuate inequality if refugees
who have less promising profiles are matched with
locations where they might face worse employment
outcomes, and that they may undermine refugees’
and asylum seekers’ agency if their preferences are
not taken into account.'” Lastly, as with other tech-
nologies, certain key questions should be front and
centre, including what datasets are used to train
algorithms, how to securely store data, and how

to ensure that people in the relocation process are
informed about and consent to the use of their per-
sonal data.

Another technological development that is gaining
ground in the migration field could also help facil-
itate relocation and integration: the use of digital
identity systems (e.g., digital case management
systems and digital IDs that can help people on the
move access services without a physical identity
document) and digital wallets (e.g., mobile apps to
store and manage personal documents). Interna-
tional organisations such as the World Food Pro-
gramme and the United Nations High Commissioner
for Refugees have used digital registration and iden-
tity management in displacement situations around
the world.”® To address capacity constraints caused
by the arrival of large numbers of displaced Ukrai-
nians, several countries such as Estonia, Lithuania,
and Poland have also provided digital identities to
Ukrainian newcomers, allowing them to access ser-
vices.” In addition, attempts to create digital wallets
are increasing. While these phone-based apps were
developed to facilitate the exchange of money, they
have been increasingly used to store and manage
identity credentials.? The private sector has created
many of these tools, which aim to increase users’
sovereignty over their own data,?' but governments

are also increasingly using these systems. One key
example is Ukraine’s Diia wallet. Launched in 2020
during the pandemic, this phone-based digital wal-
let allows Ukrainians to store, manage, and share
identity credentials such as passports, licences, or
health records. Although the app was initially de-
veloped to facilitate access to public services, the
platform has allowed many Ukrainians fleeing the
conflict to have their documents at hand without
having to compile physical copies.”2 Through bilater-
al agreements with the Ukrainian government, some
countries, such as Moldova and Poland, are accept-
ing these digitalised documents instead of paper
documents.”

By allowing refugees to store and carry key docu-
ments (such as identity documents and education
certificates), such digital wallet systems could fa-
cilitate access to and uptake of education, employ-
ment, and health services. For instance, they could
allow for better continuity of care if asylum seekers
or refugees have access to their health records on
their phone, or help overcome the barriers many
displaced individuals face to having their employ-
ment or educational qualifications recognised in a
new country. The same applies to those who return
if conditions in their home country improve. How-
ever, more evidence is needed on the use of digital
wallets in the migration field to carefully weigh their
benefits and risks, as well as on users’ experiences
with these tools.?* For example, digital wallets might
lead to the exclusion of individuals with limited digi-
tal skills or access to a phone or the internet.?> More-
over, some stakeholders have raised concerns that

a failure in the system could leave refugees without
means of identification, and that centralised digital
wallets could lead to policing of asylum seekers or

MIGRATION POLICY INSTITUTE EUROPE | 8



WHAT ROLE COULD DIGITAL TECHNOLOGIES PLAY IN THE NEW EU PACT ON MIGRATION AND ASYLUM?

refugees.?® Given these populations’ greater vulner-
ability to data privacy breaches, identity wallets also
require strong data protections and security mech-
anisms to prevent hacking and identity theft and to
ensure that identity credentials cannot be traced.”’
This includes, for example, thinking carefully about
where data are stored (such as in the cloud or on the
phone).?

In the context of the relocation mechanism envis-
aged under the new pact, a digital wallet system—
which the European Union is already developing
for EU citizens*®—could be considered for relocated
asylum seekers, beneficiaries of international protec-
tion, or both. In considering their use, an important
question is how to strike the right balance between
a centralised system (which requires authorities to
manage the identity information of asylum seek-
ers and refugees) and semi- or fully decentralised
systems (which would give users more control over
their personal data).>° While beneficial in terms of
personal data management, a decentralised system
would require a third party to verify the informa-
tion—for instance, a university when refugees pres-
ent their educational records—which could gener-
ate administrative challenges and time lags. These
and other tradeoffs would have to be analysed be-
fore launching such a system.

B.  Online case management
systems to improve the uptake
of return and quality of
reintegration assistance

Increasing the return rate3' continues to be a pri-
ority in the EU migration agenda. Building on the
proposed recast Return Directive in 2019, one of the
aims of new pact is to facilitate return and to link
asylum and return processes more closely. The Asy-
lum Procedures Regulation, for instance, establishes
that Member States should issue a return decision
immediately after rejecting an asylum application.

Moreover, the mandatory border procedure aims to
swiftly assess inadmissible or unfounded applica-
tions at external borders to quickly return those with
no right to stay.>? The pact also introduced the figure
of the EU return coordinator, who was appointed in
March 2022, to harmonise return policies at the EU
level.®

Despite these procedural changes to speed up
return decisions, Member States will still face is-
sues with enforcing those decisions. To incentivise
returns, national and EU authorities have stepped
up investments in assisted voluntary return and
reintegration programmes, which provide migrants
with reintegration assistance upon return. These
programmes also incentivise cooperation with third
countries and are considered more humane and less
costly than forced returns. Successful reintegration
is not easy, however, and many returnees still strug-
gle to find a job, reconnect with the community

to which they return, and access services.** Lack of
successful reintegration, in turn, can lead some peo-
ple to remigrate, and disappointment with a reinte-
gration programme may be shared with migrants’
networks in Europe, increasing others’ reluctance to
return.

While successful reintegration depends on many fac-
tors, a crucial ingredient is smooth coordination and
information exchange between the actors in Europe
who prepare migrants for return and partners in
charge of implementing reintegration programmes
in countries of origin. Traditionally, stakeholders in
the field have relied on email and written documen-
tation to exchange information about returnees—
for example, about their characteristics, vulnerabil-
ities, and reintegration support needs. But digital
case management systems have taken sudden flight,
valued for their ability to coordinate stakeholders
and ensure a smooth transition between the pre-
departure and post-arrival stages. The European
Commission, in cooperation with Fedasil (Belgium’s
federal agency for the reception of asylum seekers)
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and the former European Return and Reintegra-
tion Network, launched in 2019 the Reintegration
Assistance Tool (RIAT), a digital case management
platform that aims to facilitate information sharing
between national authorities and service providers
in origin countries. Initially tested in France, Belgium,
Germany, and Austria, RIAT has expanded quickly

in the last years, and most Member States now use
it.3*> Moreover, there are ambitious plans to devel-
op this tool further so it can recommend the best
programme for each returnee and, by 2024, include
data visualisation software that Member States can
use to quickly visualise data and obtain reports
related to their return caseload.?® Meanwhile, the
International Organisation for Migration (IOM), one
of the main entities providing reintegration services,
also relies on their global case management system,
the Migrant Management Operational System Ap-
plication (MiMOSA), to exchange information about
returnees between IOM offices in Europe and IOM
missions implementing reintegration programmes
in origin countries.

These digital case management tools have multiple
benefits. First, having all case information in one
platform instead of sending it via email allows faster
and more efficient information exchange between
actors in origin and destination countries. This, in
turn, can improve returnees’ reintegration pros-
pects because service partners in origin countries
can more easily receive relevant information about
returnees (e.g., regarding immediate needs such as
emergency accommodation, or a specific business
plan) and deliver the assistance swiftly following
return. These platforms can also provide better data
protection because they can create different levels
of access—for instance, IOM’s MiMOSA has a higher
level of protection for medical records, which only
authorised personnel can access. Given the amount
of data collected in these platforms, these tools can
also facilitate better monitoring and evaluation of
assisted voluntary return and reintegration pro-
grammes. However, these tools also bring challeng-

es, such as their reliance on internet connectivity,
which is limited in some origin countries; the need
to train new users (especially as RIAT expands into
new Member States); and the sometimes poor qual-
ity of information entered into the systems. More-
over, the existing case management tools in the field
are not yet interoperable, which can hinder moni-
toring and evaluation and data comparability.>” Last
but not least, any large case management system
raises important questions of data protection and
security.

With these considerations in mind, policymakers
could explore how to tap into the potential of these
digital tools to enhance reintegration outcomes and
fulfil the pact’s ambitions to improve the return sys-
tem. This could involve, for instance, continuing to
develop RIAT to improve the information available to
both partners on the ground and counsellors in Eu-
rope, addressing gaps in the quality of information
submitted to the system, and leveraging the tool

to strengthen data collection and monitoring and
evaluation, which could in turn help Member States
improve reintegration programming.

C. Screening and language

assessment tools to improve
and scale up decision-making
at the border

After a period of slowed migration during the pan-
demic, pressure at EU external borders has grown
steadily over the past two years. In 2022, the num-
ber of irregular crossings at EU external borders
reached 330,000, one of the highest figures since
2016 (though it should be noted that border cross-
ing numbers may count the same person multiple
times).3® Meanwhile, political instability and con-
flict in countries such as Afghanistan, Somalia, and
Ukraine, coupled with increasingly common climate
shocks, have increased forced displacement. Almost
1 million asylum applications were lodged in the

MIGRATION POLICY INSTITUTE EUROPE | 10



WHAT ROLE COULD DIGITAL TECHNOLOGIES PLAY IN THE NEW EU PACT ON MIGRATION AND ASYLUM?

European Union in 2022, and pending asylum cases
reached almost 600,000 that year, the highest num-
ber since early 2017.3° Rising arrivals and asylum
applications have put border management and asy-
lum and reception systems under strain, leading to
political crises and political shifts in countries such
as Italy and the Netherlands, where migration has
increasingly come into the spotlight.*

The pre-entry screening and mandatory border pro-
cedures proposed in the new pact aim to make the
system more efficient and better able to cope with
pressure, but they will also have important opera-
tional impacts. Apart from the clustering of certain
operations at border and other designated sites, this
will lead to a substantial increase of decisions at the
border because frontline staff will have to screen
and channel new arrivals into the appropriate proce-
dure (regular asylum procedure, border procedure,
relocation, or return).*' Rapid decision-making at
the border, however, will be a hard goal to achieve.
For instance, in the United States over the last year,
many irregular arrivals subject to a removal proce-
dure could not be returned or screened for credible
fear (the first step in the asylum process) at the
border because of insufficient capacity and have
had to be admitted into U.S. territory with a notice
to appear before an immigration court—hearings
that can take place years later.*? EU Member States’
capacities at the border will be tested when the
Asylum Procedures Regulation and the Screening
Regulation enter into force, and authorities should
be prepared for an increase in decisions made at or
near the border and step up capacity accordingly.

Digital technologies could help facilitate this shift.
For example, a growing number of countries are
testing such tools’ ability to support authorities with
the allocation of incoming asylum claims to specific
asylum tracks or procedures (e.g., based on whether
they are subject to the Dublin Regulation, or wheth-
er an application is likely to obtain a positive or
negative decision). The Finnish Immigration Service,
for instance, has replaced manual prescreening of
asylum claims with automated prescreening since
2016. Information collected when asylum seek-

ers register their claims is entered into the online
case management system for immigration affairs.
The system automatically checks the cases against
different databases (such as the European Union’s
fingerprint database, Eurodac) and generates specif-
ic tags based on the data entered, such as age, na-
tionality, or status as a member of a family travelling
together. The system then uses these checks and
tags to automatically channel cases into different
work ‘baskets, some of which require prioritisation.*
The online case management system also allows
case officers to manually add new tags to case files
at any stage of the asylum procedure, including on
aspects the system does not capture automatically,
such as protection grounds or identified vulnerabil-
ities. The flexibility and safeqguarding of the human
component in this procedure enables the Finnish
Immigration Service to alter cases’ allocation to spe-
cific tracks or reprioritise cases as needed. The agen-
cy reports that the case management system has
improved the efficiency of the asylum procedure.*
Similarly, the United Kingdom is investing in a case
prioritisation and allocation tool that automatically
assigns cases to specific teams based on the data
entered during the registration of an asylum claim
and that shortens procedural steps for straightfor-
ward cases.® Although still rare in asylum systems,
automatic categorisation of applications has been
used more widely for visa processing, including in
countries such as the United Kingdom and Canada.
For example, Canada uses a machine learning tool to
automatically triage visa applications into different
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categories based on their complexity, and the most
straightforward ones are processed automatically as
well.*

In the context of the new pact, authorities would
need to explore if a similar tool could be developed
to enable faster screening of arrivals at EU external
borders, while taking into account that semi- or fully
automated decision-making also carries important
risks. For instance, even though technology is often
perceived as neutral, human biases can become
engrained in algorithms, which can then lead to
discriminatory outcomes against certain (groups of)
migrants.”’ The opaqueness surrounding the use of
digital tools in migration systems and the percep-
tion of neutrality can leave these biases unchecked
without careful testing and monitoring. If national or
EU authorities envisage adopting a tool of this kind
to support screening, another important question

is whether such a system would take a‘human-in-
the-loop’ approach (with trained individuals vetting
the triaging decisions) or whether, for instance,
automatic screening could be done for the most
straightforward cases while leaving complex cases
for asylum officers to review. Policymakers would
also need to consider whether such a screening

tool could be piloted and by whom, as well as how
to introduce quality review mechanisms to test the
tool and embed flexibility to allow asylum officers to
modify initial allocations and reroute cases based on
needs.*®

Apart from screening, digital technologies could
also play a larger role in improving the identification
of asylum seekers and other migrants at the bor-
der. Difficulty in establishing identity is a common
problem in EU migration and asylum systems when
third-country nationals arrive without documents.*
This can slow asylum decisions, negatively affecting
both asylum systems and asylum seekers who live in
limbo while awaiting a decision on their cases. It can
also hinder the return procedure. National authori-
ties already use some EU digital tools (such as Euro-

dac, the Visa Information System, and the Schengen
Information System) to collect the biometric infor-
mation of new arrivals and facilitate identification
and information exchange among Member States.>®
But identity can still be difficult to establish in the
case of asylum seekers or migrants arriving irregu-
larly who are not in existing databases and have no
reliable identification documents. That is why, in the
last five years, several Member States have invested
in language assessment for the determination of
origin (LADO) tools, which aim to assist authorities in
cases where an individual lacks reliable identity doc-
uments and the police and/or asylum officers have
doubts about the person’s proclaimed country of or-
igin or ethnicity.” As part of the procedure, officers
usually ask asylum applicants to describe a picture
or discuss topics not related to their asylum case,
and that speech sample is then analysed. In many
countries, professional linguists analyse the samples,
but in Germany, speech samples are automatically
analysed using language recognition software.>? By
providing officers with supplementary evidence,
language analysis and dialect recognition tools can
make it easier to make a decision on the application.

However, the use of these linguistic tools is not with-
out risks: the Dialect Identification Assistance System
in Germany, for example, has a 70-85 per cent rec-
ognition rate for different Arabic, Persian, and Pashto
dialects.>® Critics have also voiced concerns about
the reliability of these tools because the speech of
multilingual asylum applicants or those who have
been on the move for a long time may sound differ-
ent, and dialects in origin countries often change
over time. If case officers are not aware of the tools’
margins of error and other limitations, they may give
too much weight to the evidence these systems pro-
duce, resulting in incorrect outcomes.>* Therefore, if
these tools are to be used at the national or EU level
to facilitate identification at the border, authorities
will need to test them carefully and build sufficient
safeguards, including training staff so they can vet
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the tool’s results and give those results the correct
weight in the decision-making process.

3 Towards a Responsible
Digitalisation of EU
Migration and Asylum
Systems

As pressure grows on European migration and asy-
lum systems, all eyes are on the New Pact on Mi-
gration and Asylum. If it reaches the finish line, its
success or failure will depend largely on the Mem-
ber States’ ability to scale up (and down) resources
quickly at specific locations—a tall order in a context
where EU migration and asylum system resources
are already stretched thin. The use of new technol-
ogies holds potential to ease the pact’s implemen-
tation and increase its chances of success. Digital
technologies could improve information sharing,
support decision-making, make processes more effi-
cient, and improve service delivery, making it easier
for Member States to swiftly mobilise resources and
step up capacity. Yet digital tools are not a panacea:
they can also lead to new potential harms, such as
risks to asylum seekers’ privacy and protection, or
discriminatory outcomes if human biases are en-
grained in algorithms. It also brings into relief the
potential role of the private sector and other tech
providers in the use of Al and other digital technol-
ogies, given authorities’ often-limited capacity to
develop these tools themselves.

European authorities need to adopt a deliberate and
conscious approach to mobilise new technologies
while mitigating the associated risks. This vision
could increase the pact’s chances of success and,
more broadly, steer the growing digitalisation of EU

migration and asylum systems. The following recom-
mendations could guide authorities in this process:

Developing appropriate governance
frameworks. As new technologies rapidly
enter the migration field, it is crucial

to develop appropriate governance
frameworks to regulate issues such as data
protection, oversight or accountability, and
access to recourse in the case of potential
discriminatory outcomes or wrongful
decisions caused by new technologies,
particularly as authorities increasingly rely
on the private sector to develop digital
solutions.”® The General Data Protection
Regulation and proposed Al Act already
provide a first step in this direction. The

Al Act uses a risk-based approach for Al
technologies, with higher levels of risk
requiring stronger safeguards. It categorises
the use of Al in migration and asylum systems
as high risk, which will ensure that Al-based
technologies used in these systems are
subject to risk assessment, that results can
be traced, and that there is human oversight
to minimise risk, among other things.* Yet
governance frameworks are still needed to
regulate other kinds of technology and to
ensure sufficient safeguards and monitoring.

Creating a strategy to guide digitalisation
efforts. Technological developments have
the potential to affect all areas of migration
and asylum systems. But with limited
resources, policymakers will need to choose
which to prioritise. Digitalisation strategies
can help authorities map priority actions or
identify areas in which digital tools can be
most useful or where digitalisation carries
less risk. Moreover, these strategies can help
authorities carefully craft a vision and outline
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underlying principles (such as protection of
personal data or interoperability with other
relevant tools) that should underpin all
digitalisation efforts. For example, countries
such as Germany and the United Kingdom
have developed digital transformation
strategies for their migration departments,>’
and the European Union Agency for Asylum is
about to adopt such a strategy.

Nurturing trusted partnerships between
migration and digital experts and
fostering co-creation. Public authorities in
charge of migration and asylum policies often
lack technical expertise in new technologies.
This creates a window of opportunity for
private companies that might have other
goals in mind, such as security-focused
defence companies, to guide digitalisation
efforts.*® It can also lead to overreliance on
tech companies to generate new solutions.
To bridge this gap, authorities should foster
trusted partnerships between migration

and digital experts—for instance, through
dedicated teams or working groups that
promote regular interactions. In addition,
involving end users and organisations
working on the ground can help ensure that
tools are adequate to meet existing needs.
For example, the United Kingdom’s Digital,
Data, and Technology unit at the Home

Office includes the ColLab team of designers,
researchers, and technologists who design
digital solutions that bring users together
with policy, operations, and technology
experts.>® Policymakers could also tap into
existing living labs, innovation platforms
sometimes used in other policy areas that
bring together different actors such as private
companies, public institutions, academia, and
citizens to foster the co-creation of innovative
solutions.®

Earmarking sufficient funding to test,
develop, and adapt new digital tools.
Digital technologies hold the potential

to address capacity crunches by helping
processes become faster and more efficient.
But they also require significant investments,
including in digital infrastructure, technical
experts, and training caseworkers.' Piloting
and evaluating new tools before rollout, and
monitoring and evaluation for tools under
use, also require sufficient, devoted funding.

Striking the right balance between
standardisation and flexibility. Digital
technologies developed or rolled out at the
EU level will need to work with essential
building blocks that allow a certain degree

of standardisation across all Member States
while accounting for the different legal and
operational structures in each country. In
addition, once developed, policymakers
should consider how to ensure that these
tools can be tweaked and adapted based on
needs and users’ experience. For instance, the
Finnish Immigration Service’s prescreening
tool is enabled by a‘rule configuration engine
that allows staff to reconfigure the system’s
rules based on changing needs,%? which

also reduces the agency’s reliance on tech
providers for this kind of update.

’

Piloting digital tools and conducting risks
assessments. Digital tools can exacerbate the
vulnerabilities of asylum seekers and expose
them to new harms, such as breaches in
personal data or discriminatory decisions that
can erode their right to protection. Because
the risks are high, it is crucial that authorities
carefully pilot new tools, conduct risk
assessments, and weigh the tools’ benefits
with potential risks. This could be done by
developing research programmes to pilot
new tools in different scenarios and evaluate
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their impact. If the evaluation uncovers
relevant risks or shows that the tool does not
deliver the expected results, developers could
correct these issues before rolling the tool
out, or if the risks are too high, authorities
could decide to stop its development
altogether. Thus, developing new digital tools
will not be a quick process—it will require
months or more to develop, test, and review
new tools before they are ready for rollout.

Embedding monitoring and evaluation
mechanisms into digitalised operations
to regularly measure impact, detect risks,
and monitor user experience. Authorities
should regularly monitor existing digital
tools to measure their impact on the ground,
detect any emerging risks or flaws, and track
user experience (e.g., for migration staff or
refugees). Monitoring could be performed
by a tool’s developers, who know its ins and
outs, or third-party monitors and academic
researchers to ensure greater independence.
Importantly, monitoring exercises will require
authorities to determine which are the
markers of failure or success for each tool.

Investing in the digital savviness of

the actors using new tools, including
awareness of those tools’ limitations. For
example, caseworkers using decision-making

support tools (such as matching algorithms
or technologies to facilitate screening at the
border) should be aware that these tools can
entrench discriminatory outcomes or produce
inaccurate decisions, with stark implications
for asylum seekers and refugees. Most times,
a caseworker vets the outputs of these
decision-making support tools (the ‘human-
in-the-loop’ model), but caseworkers may
nonetheless end up relying too much on the
algorithm’s recommendations. To guarantee
adequate human oversight, authorities
should ensure that staff working with these
types of tools are aware of their limitations so
that they can vet their results carefully.

The potential benefits of new technologies for EU
migration and asylum systems are numerous, but

so are the risks. For the benefits to outweigh those
risks, policymakers must carefully steer digitalisation
efforts. The New Pact on Migration and Asylum of-
fers a golden opportunity to create a more strategic
vision for this process, now already well underway
in many corners of the migration field, and to en-
sure responsible use of digital technologies going
forward. The alternative could harm not only the mi-
grants and refugees with whom these technologies
are used but also the credibility of European asylum
and migration systems.
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